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PREAMBLES

Copyright

Copyright 2007 © Ringdale® Inc. All rights reserved. No part of this publication may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language
or any computer language, in any form or by any third party, without prior permission of Ringdale
Inc.

Disclaimer

Ringdale Inc. reserves the right to revise this publication and to make changes to the contents
hereof without obligation to notify any person or organization of such revision or changes.
Ringdale Inc. has endeavored to ensure that the information in this publication is correct, but will
not accept liability for any error or omission.

Trademarks

All trademarks are hereby acknowledged.

Technical Prerequisites

This Configuration Guide assumes that the installer is familiar with the basic operation of the

following:
0 Microsoft® Windows® desktop operating systems (Windows 98/ME/NT/2000/2003/XP)
O Microsoft Windows® Servers (Windows NT/2000/2003/XP)
0 SQL database structures
0 Crystal Reports report-generating application
0 Ethernet topology, TCP/IP protocols
a

Ethernet routers, switches and hubs

Trademark Recognition

Windows® is a trademark of Microsoft Corporation.

Components Used

The information in this document was created from the devices in a specific lab environment. All
of the devices used in this document started with a cleared (default) configuration.
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INTRODUCTION

Unlike many other access control products that are closed systems using proprietary interfaces,
Ringdale’s Sentinel Server employs an open-system architecture that allows the Sentinel SQL
database to interface to open-system report writing applications such as Crystal Reports.

This open-system approach provides the flexibility to generate tailor-made reports in-house using
commercially-available resources, as opposed to proprietary, expensive and often hard to find
resources.

Section (A) of this document describes how to configure a PC with Crystal Reports software installed
to interface to the SQL Server that is hosting the Ringdale Sentinel server software. This connection
will then enable data from the Sentinel database to be copied to Crystal Reports and subsequently
used to generate company-specific reports.

Section (B) of this document describes how to configure Crystal Reports to interface with the Sentinel
database.

DSN DEFINITION

The following is a direct quote from the Microsoft website:

"A Data Source Name (DSN) is the logical name that is used by Open Database Connectivity (ODBC)
to refer to the drive and other information that is required to access data. The name is used by
Internet Information Services for a connection to an ODBC data source, such as a Microsoft SQL
Server database. When you use an ODBC DSN entry to store the connection string values externally,
you simplify the information that is needed in the connection string. This makes changes to the data
source completely transparent to the code itself”.

Simply stated, DSN is a feature within the Windows operating systems that allows the contents of a
database on one PC or Server (Sentinel Server in this example) to be shared with an application on
another PC (Crystal Reports for example).
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(A) CREATING A SYSTEM DSN FOR CRYSTAL REPORTS

This guide documents the procedure necessary to configure System DSN on the user PC to be able to
communicate with the Sentinel SQL Server database.

Assumptions

It is assumed that the SQL server is on an Ethernet network, is accessible to the user PC and has
been configured to allow the two devices to communicate and share SQL data.

The Configuration Steps - System DSN

The layout of some of the screen-shots (dialog boxes) may vary slightly between different versions
of the Microsoft Windows operating systems, but the concept is the same. The panels used in this
guide are identical between Windows 2000 and Windows XP.

1. Go to the PC’s Control Panel. In Windows 2000, click Start, go to Settings, Control Panel.
2. Double click on Administrative Tools.

3. Double click on Data Sources (ODBC).and the ODBC Data Source Administrator dialog
box will open.

£ 0DBC Data Source Administrator 7 x| |
Uszer DSH | System DSM I File DSM I Driversl Trau:ingl Connection F'u:u:ulingl About I

IJzer Data Sources:

I ame | [Ciriver | Add...
dBASE Files Microgzoft dBaze Diriver [*.dbf]

dBasze Files - wWord Microgzoft dBaze WFP Diriver [*.dbf] Fremove
Eucel Files Microgoft Excel Driver [7.xlz)
ForPro Files - 'Wword icrogzoft FoPro WFP Driver [*.dbf) Configure. ..
WS Accesz Database  Microgsoft Access Driver [F.mdhb)
Yizual FosPro Databaze  Microzoft Visual FosPro Driver
Yizual ForPro Tables Microzoft Vizual FoxPro Driver

ul

An ODBC User data gource gtores information about how to connect to
the indicated data provider. & User data source iz only visible bo you,
and can only be uszed on the curment machine.

(] I Cancel Spply Help

4. Select the System DSN tab.

Copyright® 1995-2007 Ringdale. Configuration Guide, 62-14332000, July 2007 Page 5 of 18



ZiRINGDALE

Creating a System DSN for Crystal Reports, Configuration Guide Comvecting Beonie wnd ifannatien

5. Click the Add... button on the right
#1DDEC Data Source Administrator [ 2| |

Usger D5M  Spstem D5N | File DSM I Driversl Tracingl Connection F'u:u:ulingl About I

Syztem Data Sources:

M ame | Driver Add... |
LocalServer SOL Server
PalLog Microzoft Access Driver [F.mdb)
Sentinel SOL Server
R e = a = M icrozoft Access Diriver [*.mdb) Configure. .. |

‘ | 3]

An ODELC Spstem data source storez information about how to connect to
the indicated data provider. & System data zource iz vizible to all userz
on this machine, including MT services.

k. | Cancel | Smply | Help |

6. The Create New Data Source dialog box will be displayed.

Create Mew Data Source E |

Select a driver for which pou want to zet up a data zource.

I ame | i) ;l
Microzoft FoxPro WFP Driver [ dbf] B
Microzoft ODBC for Oracle
Microzaft Paradox Driver [*.db ]
Microzoft Parados-Treiber [*.db )
bicrozoft Test Diriver [* bt ® cav]
Microsaft Text-Treiber [*. bt * cav]
Microzoft Wisual FoxPro Driver
icrozoft Wisual FosPro-Treiber

B O A P e [

SAL Server

-

< |

¢ Back I Finizh I Cancel

7. In the Name (driver) selection box, scroll down until you find the driver named SQL Server.
Select SQL Server by clicking on it, and click Finish.

9. The Create New Data Source dialog box will close and the Create a New Data Source to
SQL Server dialog box will appear.

®
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10. Within the Create a New Data Source to SQL Server dialog box there are two text boxes
and a drop down list

Create a New Data Source to S{L Server E |

Thiz wizard will help you create an DDBC data zource that pau can uze ta
connect b SOL Server.

What name do wou want to uze to refer bo the data source?

M arne: ISentinEISE!LS erver

Hiow do you want to describe the data source?

Description: [DSN ta SOL for Sentinel

wihich SOL Server do you want to connect ta?

1= 0=l ServerUSAO1L - |

Firigh I MHewt » | Cancel Help

11. The first text box is the Name you would like to call the System DSN. The name can be
anything you want but give it a logical name that corresponds with what the connection is to
or the connection is for, such as SentinelSQLServer.

12. The second text box is a Description of the System DSN you are creating.

13. The drop down Server is a list of all SQL Servers that are available on the connected
network, select the pertinent Server where Sentinel in installed, ServerUSAO1 in this example.

14. Select the name of the server that is holding the database to which you want to be connected
(Sentinel access control in this example).

15. Click Next and the next Create a New Data Source to SQL Server dialog box will appear.
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16. This dialog box is used to select how the SQL Server should verify the authenticity of the login ID.

Howe should SEL Server venby the authenticity of the login 107

= Wwith Wwindows NT authentication using the nebwark login 10

= “With SGL Server authentication uzing & login D and passward
enterad by the user.

To change the netwark libran uzed to communicate with SOL Server,
click Client Configuration.

Client Canfiguratiar...

Connect to SOL Server to obtain default settings for the
v o h . -
additional configuration aptionz.

Login I0: |bamitH

HEEREHHERR

Pazzwond: I

< Back I Mext = I Cancel Help

17. There are two radio buttons, one is for Windows NT authentication using the network
login ID and the other is With SQL Server authentication using a login ID and
password entered by the user.

You will need to consult with your Network Administrator to find out which one is appropriate
to your server. In this example we have used the second one, SQL Server authentication.

18. For the Login ID and Password fields use the username and password supplied to you from
your Network Administrator that will allow you to log into SQL Server, then click Next.

19. On the next panel check the box that says Change the default database to:

Create a MNew Data Source to S0L Server

¥ Change the default database to:
Sentinel Tes j
[T Attach database filename:

P [Create temporany stored| pracedures for prepared SHL statements
and|drap the stored procedures:

% Drly when you disconnect.

When nou dizconnect and az appropriate while pau are
connected.

¥ Usze AMSI quoted identifiers.

W Use &MSI nulls, paddings and wamings.

r [ze the falloven SEL Semver ifithe priman SEL Server is not
available.

< Back I Mewt = I Cancel Help

20. From the drop down box that is now enabled select the database that has the information you
need. In this example it is Sentinel_Test. Click Next.
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21. On the next panel review the options and select any that are applicable. In this example
there are no changes and the defaults were used. Click Finish.

Create a New Data Source to SOL Server E |
[~ iChange the language of SOL Server spstem meszages bo:

|Engiish =l

[~ Uze shong encryption for data

I Perform translation for character data

ze regional zettings when outputting currency, numberz, dates and
r times.

IE:HWINNTHTEMF"&DLIEHY.LEIG Brawse... |
Long query time [millizeconds]: |3|:||:||:||:|

[~ Log ODBC driver statistics to the log file:

IE:HWINNTHTEMF'HST.-’-‘-.TS.LEIG Browse... |
¢ Back I Finizh I Cancel | Help |

22. The ODBC Microsoft SQL Server Setup dialog will appear. It displaysall the information that
you entered in the previous screens and three buttons. Click the Test Data Source... button to
make sure that the connection you just set up is active. Click OK to close the screen.

ODBC Microsoft SOL Server Setup E |

& new ODBC data zource will be created with the following
configuration:

Microzoft SAL Server DDBC Dnver Yersion 03.85.1064 :I

Data Source Mame: ServerUSAO1

Data Source Description: DSM to SCL for Sentinel
Server NTUSADD30

Databasze: Sentinel_Test

Lanquage: [Default)

Tranzlate Character Data: Tes

Log Long Running Queries: Mo

Lag Driver Statistics: Mo

lze Integrated Security: Mo

Iz Redional Settings: Mo

Frepared Statements Option: Drop temporany procedures on
dizconnect

Iz Failover Server: Mo

Uze AMSI Quoted [dentifiers: Tes

Lze ANSI Mull, Paddings and wWarnings: 'es

[rata Encryption: Mo

Test Data Source. ..
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23. If the test was successful the dialog box will appear with the message TESTS COMPLETED
SUCCESSFULLY. Any errors will be flagged and you will need to go back a few steps to verify
the settings and fix any applicable errors. Click OK.

S0L Server ODBC Data Source Test E

— Test Resultz

Microzoft SOL Server ODBC Driver Yersion 03.85.1064 ;I
Running connectivity tests. ..

Attemnpting connection

Connection establizhed

Yerifying option settings

Digconnecting from server

TESTS COMPLETED SUCCESSFULLY!

24. This will bring you back to the screen with the System DSN tab and the new Data Source
Name that you have just configured should show in the list of System Data Sources

&1 0DBC Data Source Administrator EE3
Uzer DSH  System DSM | File DSM | Driversl Trau:ing' Connection F'u:u:ulingl Ahout |

Spztem Data Sources:

M ame | Dirivver Add. ..
LocalServer SOL Server

Palog Microzoft &ccess Driver [*.mdb) Bemove |
Sentinel SOL Server

SentinelSLLS erver SOL Server LConfigure... |

whreme Sample Databaze 11,5 Microsoft Access Dver [*.mdb]

al | 2

An ODBC Spetem data zource stores information about how to connect b
the indicated data provider. A System data source is vizible to all users
an thiz maching, incliding NT semrvices.

Ok Cancel Apply Help

You have now successfully configured a DSN to allow Crystal Reports to interface to the Sentinel
database. Click OK to close the dialog box and exit to the PC’s Control Panel.
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(B) CREATING A NEW REPORT IN CRYSTAL REPORTS

Assumptions

This section assumes that the target PC already has Crystal Reports installed and that the Sentinel
Server has been configured to enable the target PC to access the SQL database.

The Configuration Steps

1. From Crystal Reports, click the New Report button in the upper left hand part of the screen,
underneath the File menu item, or use the File menu to go to New then to Standard

Report.
.'ﬂ Standard Report Creation Yizard
Data |
Chooze the data you want ta report an,
Available Data Sources: Selected Tables:
- B8 Current Connections
- Favorites
- Histary
I:l Create Mew Connection
=27 Repositany 4

e

HEgas

< Back I Mext » I Finizh Cancel | Help |

4

2. The Standard Report Creation Wizard dialog box appears. Click the Plus (+) icon next to
the folder that says Create New Connection to display a full list of the available connection
types.
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3. Scroll through the list of Available Data Sources until you find the folder icon named ODBC
(RDO). Select ODBC (RDO) and click the plus (+) icon to select this data source. Click
Next and the ODBC (RDO) dialog box will appear.

a Standard Report Creation Wizard

Data %

Chooze the data you want to report on.

Avwailable Data Sources: Selected T ables:
{OE- ﬁ Sentingl_Test ;l
- DACCBSS;"E:-:CEI [DAD] b |
- #-ZAADDMET [<ML)
&-[C] Datahase Files 2= |

u Exchange 5.5 Meszage Tracking Lu:ug|
[:l Exchange Mezzage Tracking Log

[:l Legacy Exchange _I<
[:l b ailbic: &drnir e,
-3 00BC [RDO) —I
|:| Olap

&=-(_J0LE DB (200
I:l Outlonk/E xchange
[ [ Public Folder ACL

- [0 Public Falder Adrin .
e TP L e P aldee Fia e o I LI_I

al

¢ Black I et > I Finizh | Cancel | Help |

i

4. From the ODBS (RDO) dialog box find the System DSN connection that you would like to use
with this report (SentinelSQLServer in this example) and click Next.

ODBC (RDO) E3

Data Source Selection
Choosze a data source from the lizt or open a file dzn from the browse
button
Select D ata Source: g
Drata Source Mame: dBASE Files -
dBaze Files - word
Ew=cel Files
FouPro Files - ward
LocalServer
WS Access Database
Péalog
Sentingl
SentinelSOLServer
Vizual FoxPro D atabase ;I
Find File DSM: .
File DISH | [
Enter Connection String: o
Conmection Sting: I
< Back I MHeut » I Finish Cancel Help
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5. At the next ODBC (RDO) screen, fill in the username and password that you need for the
database connection, or select the Trusted Connection box if the username and password
are not needed. The username and password will be the same as used to setup the System
DSN connection. Click Finish to exit the dialog.

ODBC (RDD) [ %}

Connection Information

Provide necessany information to log on to the chosen data source
Server: ISentineI
User ID: Ibsmith
Pazsword: I ””””””””” 1
D atabase: ISentineI_T st j
Trusted Connection; r

< Back | st > | Finizh I Cancel | Help |

6. Once the connection has been made, all the tables available in the database will be available
to add to the report via the Standard Report Creation Wizard.

a Standard Report Creation Wizard E3
Data ™
Choosze the data you want ta report on.

Available Data Sources: Selected Tables:

=7 (LJ0DBE (FDO] [
’LQ take Mew Connection
Ea; Sentinel ;I
. # Add Command
EHE] Sentinel_Test LI
=& dho
L:_‘ ahbles:
[0 AccessCalendar ;I
5 CardD etails &5 |
B8 DayTypelist
-5 dtproperties
- [B5 Email
-5 FPConfig
- [B5 FPImages
- [E8] FPLPrints
[l T

sl

¢ Back I Mest > I Finizh

Kl |

Cancel Help
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7. Select the tables you would like to use for creating the new report and click on > to move
them to the right had panel.

a Standard Report Creation Wizard

Data ™
Chooze the data you want o report on,

Awailable D ata Sources: Selected Tables:

MST_FP_HEBdBﬂ - _@ SentinelSOLServer
- [EE] MST_FP_Users ; MST_AC_Log
B8] MST_GroupDievi o Izers
--[E5] MST_Grouphem
- [BE] MST_Groups
B8] MST_ImageStaore
--[B5] Schedule
- [BF] Securitybooessi
- [E5] SecurityList .
- [E5] TAStatus
--[E5] Updateiersion
-] Users

- [E8] Users _Est 1
& E] Views

E]-- Stored Procedures
e W]
4] I Ll_l

K
K

< Back | Mest » | Finizh Cancel Help

8. Clicking Next will bring up the Link section of the dialog box.
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9. From the Link dialog box (unless you would like to change how the tables are linked
together), click Next to move to the Fields section.

1’ Standard Report Creation Wizard
Link !
Link together the tables you added to the report,
Auto-Arange |
DateTime1 - ,_/_. UserID Auto-Link ————————
UserID SecurityLevel {* By Mame
DevicelD IJserLogon 'S By Key
FlagID Password
ReaderID |dserFirsthame Lirk |
ik mend LI | lm e BliAd Al =B~ ~
[Mrder Links... |
Clear Links |
Delete Lirk |
1 | y ..
LLink Options,.. |

Index Legend...

< Back I Mext > I Finizh | Cancel | Help |

P

10. From the Fields dialog box you can select from the available selections which fields you want
displayed in the report. Select (click on) a specific field and then click the > button to move
the field to the right hand panel.

.u Standard Report Creation Wizard | x|

Fields
Chooze the information to display an the repart.

Available Fields: Fields to Display: * &
El-Eg MST_AC_Log - = WMST_AC Log DateTimel

..... m= [DateTimel = WMST_AC Log UserlD

..... m= sl = Uzers | serFirsthlame

..... = Devicell ¥ = Uszers | dserl asth ame

----- = FlaglD

----- = ReaderlD

----- 0= Custom]

----- = Cugtom2

----- = Cugtom3

= Users

----- = sgerlD

----- = SecurityLevel

----- = Uzerlogon

----- = Pagzgword

----- = gerFirstM ame LI

Browse Data... Find Field. .. |

<

-
N
]

£ Back | Mest » | Finigh Cancel Help

i
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11. Click Next to bring up the Grouping section. From here you can select how the report is to
be grouped. Select the field to group and click the > button to move to the right hand panel.

ﬂ Standard Report Creation Yizard

Grouping {:|
[Optional] Group the information on the repaort, (-

Ayvailable Fields: Group By: *

EI@L Report Fields = = Users. UserlastMame - &

..... = MST_AC_Log.DateTimel LB Users.UserFirstMame - A
----- = MST_AC_Log UserlD
----- = zers.UserFirztM ame Fr
----- = Uzers. el aztM ame
=B M5ST_AC Log

----- = [DateTimel

----- = zerD

----- = [evicelD

..... = FlaglD

----- = FeaderlD

----- = L

----- = Cuztom?

----- = Cuszhom:3

-5 Users =l
Browse Data. . Find Field... | Iin azcending arder. j

<

s |
I

< Back | Hest » | Finizh Cancel | Help |

When you have completed the Grouping selections click Finish to view the report.
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(C) CONNECTING A CRYSTAL REPORT TO SYSTEM DSN.

Assumptions

This section assumes that you have completed the following tasks:
a) Installed Crystal Reports on the target PC.

b) Configured the target PC with a System DSN
c) Configured the Sentinel Server to enable the PC to share the database

d) Generated a new report template in Crystal Reports

Connection

1) Open the relevant report in Crystal Reports (Sentinel_2 in this example). A screen will
either show right away or as soon as the Refresh button is pressed.

ODBC {RDO) |
Data Source Selection
Chooze a data zource fram the lizt or open a file dzn friom the browse
button
Select Data Source: i+
Daata Source Mame: dBASE Files -
dBaze Files - word —
Excel Files
FouPra Files - ‘Ward
LocalServer
M5 Access Databaze
PaLa
SentinelSELS erver
*izual FouPro D atabaze j
Find File DSHM: i
File DEH: | [
Enter Caonnection String: i
Cannection St I
¢ Back I Hest > I Finizh Cancel Help

2) Select the connection to be used with this report and click Finish. The report is now
connected to the selected System DSN.
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TECHNICAL SUPPORT

Ringdale Technical Support Overview

Ringdale Technical Support services help to ensure that Ringdale products and pertinent networks operate
efficiently and benefit from the most up-to-date system and application software. Ringdale offers a
flexible suite of support services designed to meet individual business needs and assists in effectively
installing and maintaining products and networks to maintain high-quality network performance.

Telephone Technical Support for Ringdale Access Control Systems is available for the Ringdale subject
matter items covered in this installation guide and is provided free-of-charge for the duration of the
original warranty period.

Technical Support from Ringdale is also available for all of the prerequisites listed at the beginning of
this manual. The current terms, conditions and rates for Technical Support are available on request.
The minimum Technical Support time is two hours.

Ringdale Inc.

(8:00 a.m. to 5:00 p.m. CST, Monday to Friday)
Phone: 512-288-9080

Fax: 512-288-7210

Toll-free: 888-288-9080

support@ringdale.com

Ringdale (UK) Ltd
(0900 to 1700 GMT, Monday to Friday)
Phone: +44 (0) 1444 871349

Fax: +44 (0) 1444 870228
support@ringdale.com

Ringdale GmbH (Germany)

Phone: +49 (0) 621 7186-0
Fax: +49 (0) 621 7186-20
support@ringdale.com

Before you call Technical Support

Please have the following information ready
v Product Model type.

Serial number of the unit.
Pertinent network Information.
If relevant, IP addresses of any hardware, Server and Default Gateway.
What options are installed, if any?
The symptoms of the problem.
History of the Problem;

O Did the device work for a period of time or fail immediately after installation?

O Was any PC option changed (hardware / software) prior to the problem occurring?

ANENENENENEN

Where to address any comments about this manual

Ringdale Inc. Phone: (512) 288-9080
Technical Support URL: www.ringdale.com
101 Halmar Cove Contact: support@ringdale.com
Georgetown

Texas 78628, USA
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